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Resident physicians, being the first responders for
patient care, have several daily patient interactions,
and work closely with nurses, physicians, and oth-
er allied health disciplines. They have a unique
vantage point from which to report adverse events,
errors, and near misses. Despite this opportunity,
residents do not routinely report medical errors.
Residents contribute only a few percent of all
events reported. Reported barriers for this defi-
ciency include not knowing the process of report-
ing, lack of time, being unsure who is responsible
for making a report, believing it is not a key part of
training, and assuming that nothing will come
from reporting the event. Perhaps the most dis-
turbing barrier to reporting medical errors is the
fear of retribution or “shaming”.

Reluctance for trainees to report problems for fear
of retaliation is not unique to medical errors. The
accreditation Council for Graduate Medical Educa-
tion (ACGME) recognizes this problem and re-
quires that programs “provide an environment in
which residents may raise and resolve issues with-
out fear of intimidation or retaliation”. On an
annual basis, the ACGME anonymously surveys

all residents and are specifically asked if they can
raise problems or concerns without fear of intimi-
dation or retaliation. Despite the addition of safe-
guards such as confidential reporting mechanisms
and grievance policies, this is an area of the AC-
GME survey that commonly gets lower marks.
In our Internal Medicine Residency Program at UF
Health-Jacksonville, we have used the Thomas-
Kilmann Conflict Mode Instrument to assess how
residents cope with conflict. This
tool has also been used by contributors of the Alli-
ance for Academic Internal Medicine (AAIM). It
characterizes five different management styles:
accommodating, avoiding, collaborating, compet-
ing, and compromising.
Our results thus far have shown that although
trainees have the ability to use
- ‘ “ all five types, the avoidant style
. ‘ ’ -

assessment

was common amongst trainees.
This is a common result of many
learners who serve in a more
subordinate role. Similar results
can be seen with medical students. Although
avoiding difficult issues may seem like an easy
way to handle a potential problem, many issues
may remain unresolved. In the area of medical
errors, systems issues may not be addressed or
individual personnel may be left making the same
mistake in future instances.

How are programs working to allay learners’ fears
of retaliation and intimidation when it comes to
reporting of medical errors?

Promoting an environment of patient safety, the
ACGME has begun focusing on resident and
fellow education to go beyond the traditional med-
ical knowledge and patient care teaching. One of
the focuses of what is a major overhaul to resident
education is enhancing patient safety and practice
based learning improvement. Residents are now
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required to participate in identifying system errors
and implementing potential systems solutions.
Residents are also expected to work on multi-
disciplinary patient safety teams to improve
quality of care. Working on inter-professional
teams allows residents to see the results of medical
error reporting, and understand that reporting
errors is not a blaming or finger pointing exercise
but a means in which to improve quality of care.
The ACGME initiatives in patient safety and
quality improvement put the accountability for
encouraging patient safety on the program direc-
tors and teaching faculty. In fact the ACGME ex-
plicitly states that programs must be committed to
and responsible for promoting patient safety and
resident well-being in a supportive educational
environment. The ACGME'’s emphasis on being
supportive and encouraging residents to speak up
hen they encounter quality concerns has potential
to shift much of the feelings of reprisal that have
plagued teaching programs in the past.

In summary, residency training programs should
emphasize to learners the importance of reporting
patient safety concerns. Residents should be made
aware that reporting medical errors is an integral
part of their medical education. Reporting errors
can be the nidus for quality improvement initia-
tives, scholarly opportunities, and most important-
ly safer health care delivery systems. Programs
can facilitate the process by creating a nurturing
work environment to help trainees feel empow-
ered to bring problems and solutions to their su-
pervisors. Lastly, participating in multidiscipli-
nary teams help residents understand how other
services impact the quality of health care and how
reporting errors can potentially lead to system so-
ACGME has recognized the signifi-
cance of changing the culture of patient safety;
therefore residency training programs will not be

lutions. The

far behind.
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Electronic documentation tools
offer many features that are de-
signed to increase both the quality and the utility
of clinical documentation, enhancing communica-
tion between all healthcare providers. These fea-
tures address traditional well-known requirements
for documentation principles while supporting
expansive new technologies. Use of these features
without appropriate management and guidelines,
however, may create information integrity con-
cerns such as invalid auto-population of data fields
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and manufactured documentation aimed to en-
hance expected reimbursement. Processes must be
in place to ensure the documentation for the health
information used in care, research, and health man-
agement is valid, accurate, complete, trustworthy,
and timely.

There are a number of existing rules and regula-
tions on documentation principles and guidelines
that primarily address documentation authorship
principles, auditing, and forms development in a
paper health record. New guidelines are being
sought by the healthcare industry that ensure and
preserve documentation integrity in an age of
electronic exchange and changes in the legal
evidentiary requirements for electronic business
and health records.

With the continued advancement of electronic
health records (EHRs), there is increasing concern
that a potential loss of documentation integrity
could lead to compromised patient care, care coor-
dination, and quality reporting and research as
well as fraud and abuse. This practice brief
provides guidance for maintaining documentation
integrity while using automated EHR functions.

Ensuring Documentation Integrity

Documentation integrity involves the accuracy of
the complete health record. It encompasses infor-
mation governance, patient identification, author-
ship validation, amendments and record correc-
tions as well as auditing the record for documenta-
tion validity when submitting reimbursement
claims. EHRs have customizable documentation
applications that allow the use of templates and
smart phrases to assist with documentation. Unless
these tools are used appropriately, however, the
integrity of the data may be questioned and the
information deemed inaccurate—or possibly even
perceived as fraudulent activity. Established poli-

cies and procedures such as audit functions must
be in place to ensure compliant billing.

Without safeguards in place, records could reflect
an inaccurate picture of the patient’s condition,
either at admission or as it changes over time. The
provider must understand the necessity of review-
ing and editing all defaulted data to ensure that
only patient-specific data for that visit is recorded,
while all other irrelevant data pulled in by the
default template is removed. For example, the
automatic generation of common negative findings
within a review of systems for each body area or
organ system may result in a higher level of service
delivered, unless the provider documents any
pertinent positive results and deletes the incorrect
auto-generated entries.

Appendix B, available in the online version of this
practice brief in the AHIMA Body of Knowledge,
illustrates examples of worst and best case scenari-
os observed in documentation practices for
healthcare delivery. These scenarios show how the
ability to copy previous entries and paste into a
current entry can lead to a record where a provider
may, upon signing the documentation, unwittingly
attest to the accuracy and comprehensiveness of
substantial amounts of duplicated or inapplicable
information, as well as the incorporation of mis-
leading or erroneous documentation. The scenarios
further illustrate that while helping to improve
apparent timeliness and legibility of documenta-
tion, additional adverse effects were created by the
inability to verify actual authors or to authenticate
services provided at any given time.* From a bill-
ing perspective, defaulting or copying and pasting
clinical information with previous existing docu-
mentation from other patient encounters in a
different health record facilitates billing at a higher
level of service than was actually provided.
Providers must recognize each encounter as a
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standalone record, and ensure the documentation
within that encounter reflects the level of service
actually provided and meets payer requirements
for appropriate reimbursement. The integrity of
this information is vital. As Michelle Dougherty,
MA, RHIA, CHP, noted in her testimony to the
Office of the National Coordinator for Health IT’s
(ONC) HIT Policy Committee, “If clinical docu-
mentation was inaccurate when used for billing or
legal purposes, it was wrong when it was used by
another provider, another provider at transition, a
researcher, the public health authority, or quality
reporting agency.”2 The documentation may need
to include any health information such as labs,
changes in medications, or updates to any chronic
health conditions impacting an encounter that was
reviewed by the provider during the visit.

Time’s Ticking for Information

Governance

Data quality and record integrity issues must be
addressed now, before widespread deployment of
health information exchange (HIE). Poor data
quality will be amplified with HIE if erroneous,
incomplete, redundant, or untrustworthy data and
records are allowed to cascade across the
healthcare system. Healthcare organizations must
manage information as an asset and adopt proac-
tive decision making and oversight through infor-
mation asset management, information govern-
ance, and enterprise information management
(EIM) to achieve data trustworthiness. AHIMA
defines information governance as “the accounta-
bility framework and decision rights to achieve
EIM. EIM is defined as the infrastructure and
processes that ensure information is trustworthy
and actionable.”

The multitude of federal and state health infor-

mation exchange initiatives are making infor-
mation governance and the integrity of EHRs more
challenging every day. An accurate information
governance program will ensure the accountability
of how information is managed and the infor-
mation’s integrity.

Legal Issues Surrounding EHRs

HIM professionals consistently identify the follow-
ing documentation practices as problematic in
EHRs. These practices contribute to data quality
and information integrity issues. Risky documenta-
tion practices that create the potential for patient
safety, quality of care, and compliance concerns—
such as those described below —may leave an
organization vulnerable to patient safety errors and
medical liability.

Template Documentation Challenges

Documentation templates can play an important
role in improving the efficiency of data collection,
ensuring all relevant elements are collected in a
structured format. However, these templates also
have limitations:

e Templates may not exist for a specific problem
or visit type. This issue can occur if the structure of
the note is not a good clinical fit and does not
accurately reflect the patient’s condition and ser-
vices.

® Atypical patients may have multiple problems
or extensive interventions that must be document-
ed in detail.

Templates designed to meet reimbursement criteria
may miss relevant clinical information. Templates
may also encourage over-documentation to meet
reimbursement requirements even when services
are not medically necessary or are never delivered.
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Cloning, Copy/Paste Practice Problems

Cloned documentation continues to be a significant
problem that creates unnecessary redundancy and
at times inaccurate information in the EHR. Some
EHR systems are designed to facilitate cloning with
such popular features as “make me the author” to
assume the content of another person’s entry,
“demo recall” to copy forward vital signs, “copy
and paste” to replicate information from a previous
visit, or the use of “smart phrases” —a function that
pulls in specific identical data elements. Automat-
ed insertion of previous or outdated information
through EHR tools, when not modified to be
patient-specific and pertinent to the visit, may raise
significant quality of care and compliance
concerns—creating a potential for medical liability
issues.

Organizations must develop policies designed to
address inappropriate use of these tools to mini-
mize non-compliance. Common documentation
risks that can result from cloning features include:
e Vital signs that never change from visit to visit
® Information “copied and pasted” from a differ-
ent patient’s record

e Documentation from another provider includ-
ing their attestation statement

Identical verbiage used repeatedly for all patients
seen by a provider for a specific timeframe with
little or no modification regardless of the nature of
the presenting problem or intensity of the service;
at times, such verbiage includes contradictory indi-
cations (i.e., use of pronoun “he” instead of “she,”
indication that patient has no pain when the docu-
mentation includes a record of pain)

Providers must recognize that every patient is
unique and must ensure that the health service
provided is documented distinctly from all others.

Dictation Errors without Validation

Organizations using voice recognition without a
validation step in place are experiencing significant
data quality problems and documentation errors.
Organizations should have in place a process to
ensure providers review, edit, and approve dictat-
ed information in a timely manner. Since these
documents are often used and exchanged, the
importance of accurate and quality documentation
in EHR systems is critical.

EHRs have created tremendous changes in the
provider’s workflow and documentation process.
Best practices for documentation that ensures
quality have not been well defined for EHRs and
are not well understood by providers. Innovations
are needed to improve documentation tools and
techniques; a back-to-the-basics focus on the
importance of data accuracy and quality must take
priority before widespread deployment of
interoperable health information exchange occurs.
Healthcare fraud has signaled sharper focus on
specific avenues for improper claims or billing,
including EHRs. The Office of Inspector General’s
2012 Work Plan included a focus on fraud vulnera-
bilities specifically presented by EHRs, making it
the first work plan in which the agency explicitly
named EHRs a a target for review.

Patient Identification Errors

Documentation integrity is at risk when the wrong
information is documented on the wrong patient
health record. Errors in patient identification can
affect clinical decision making and patient safety,
impact a patient’s privacy and security, and result
in duplicate testing and increased costs to patients,
providers, and payers. Patient identification errors
can grow exponentially within the EHR, personal
health record, and HIE network(s) as the infor-
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mation proliferates.

Failure of organizations to employ front end solu-
tions that include measures like sophisticated
matching algorithms or other methods such as use
of biometrics, photography, or fingerprinting can
put the organizations at risk. Special alerts can be
designed and implemented within an EHR to
avoid potential safety issues, such as when a
patient blood type or allergy does not match the
patient undergoing treatment.

Organizations must have a patient identity integri-
ty program that includes performance improve-
ment measurements that monitor the percentage of
error rates and duplicate records within its
electronic master patient index. Policies and proce-
dures must ensure that key demographic data are
accurate and used to link records within and across
systems. Policies must address the initial point of
capture as a key front end verification.

Authorship Integrity Issues

Authorship attributes the origin or creation of a
particular unit of information to a specific individ-
ual or entity acting at a particular time. When there
are multiple authors or contributors to a document,
all signatures should be retained so that each
individual’s contribution is unambiguously identi-
fied.” Some EHR systems allow more than one indi-
vidual to add text to the same progress note entry
or flow sheet. If the EHR does not have functionali-
ty to enable both providers to document and sign,
it may be impossible to verify the actual service
provider or the amount of work performed by each
provider.

Integrity of Amendments

As outlined in the AHIMA toolkit “Amendments
in the Electronic Health Record,” addendums,
corrections, deletions, and patient amendments

should be included in the record as defined by
HIPAA. In order to support the integrity of the
health record, EHR systems need to allow provid-
ers to make amendments, have the ability to track
corrections, and identify that an original entry has
been changed. The functionality to do this can be a
combination of EHR applications along with poli-
cies and procedures that outline when changes
need to be made, what changes can be made, who
can make the changes, and how these changes will
be tracked and monitored.

The original entry must be viewable, along with a
date and time stamp, the name of the person
making the change, and the reason(s) for the
change. Without this information, the date
sequence may be impossible to follow —adversely
affecting appropriate patient care and resulting in
questionable supporting documentation for report-
ed services. See case study 2 in Appendix B for
examples of best and worst case scenarios and
discussion questions related to data integrity.

The EHR functionality may also determine wheth-
er or not an original note or amendment includes
the correct date and time. Some systems automati-
cally assign the date that the entry was made,
while others allow authorized users to revise the
date of entry to the date of the visit or service.

All users are responsible for ensuring that docu-
mentation authorship is accurately recorded in all
approved uses of the available documentation
tools, and for making sure that any changes or
deletions made outside of routine record use are
maintained in the EHR system. Appendix C, avail-
able in the AHIMA Body of Knowledge, provides
guidance on steps to prevent fraud in EHR
documentation.

Healthcare Fraud and Abuse
Healthcare fraud is defined as an “intentional



http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_050286.hcsp?dDocName=bok1_050286#Notes�
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_050286.hcsp?dDocName=bok1_050286#Notes�
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_050293.hcsp?dDocName=bok1_050293�
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_050294.hcsp?dDocName=bok1_050294�

Risk R.

Vol. 10 No. 4 October— December 2013

Copyright © 2013 by the University of Florida J. Hillis Miller Self-Insurance Program

STATE
UNIVERSITY
SYSTEM

of FLORIDA

Board of Governors

FAU

deception or misrepresentation that the individual
or entity makes knowing that the misrepresenta-
tion could result in some unauthorized benefit to
the individual, to the entity or to some other
party.”8 The intentional fabrication of medical
records in order to improve reimbursement may be
considered fraudulent. This fabrication could result
from overuse of “copy and paste” functionalities or
misuse of templates originally designed for docu-
mentation efficiency.

Healthcare abuse describes incidents or practices
which are not usually fraudulent but are not
consistent with accepted medical or business
practices that may result in unnecessary costs to
payers. These unintentional practices may involve
repeated billing and coding errors that over time
may be considered fraudulent if patterns of contin-
ued practice are found upon external review.
When misrepresentation occurs —whether it is
intentional or unintentional —the staff member that
has responsibility for ensuring an accurate claim
has the obligation to proactively identify and pre-
vent fraud. All providers involved in the patient’s
care must be held accountable to ensure the integ-
rity of the documentation is compliant with exist-
ing law and that the level of service reported meets
all payer billing, coding, and documentation
requirements. According to the Medicare Claims
Processing Manual, “Medical necessity is the over-
arching criterion for reimbursement... and the
volume of documentation should not be the
primary influence upon which a specific level of
service is billed.”?

Audit Integrity

Audits are essential to ensuring that the health
record documentation present supports the level of
service reported, that all payer requirements for
reimbursement are met, and that only authorized

users are accessing or making entries to patient
medical records.

Audit trails must include the name of the user, the
application triggering the audit, the workstation,
the specific document, a description of the event
being audited (i.e., amendment, correction, or dele-
tion), and the date and time. The audit trail must
capture what is amended (including deletions)
within the health record and provide auditors with
a starting point for compliance audits.

EHRs that lack adequate audit trail functionality
create uncertainty in the integrity of health record
documentation, and may create legal liability for
the organization while inadvertently making or
protecting criminal activity. There may also be no
way to determine if and when corrections or
amendments were made to the documentation,
who made the changes, or the nature of the chang-
es. In addition to the normal unintentional errors
that may occur in documentation, audit trail func-
tionality can help to detect situations where an
alteration of records is meant to prevent the
discovery of damaging information.

Organizations may utilize the audit trail function-
ality of the EHR system to identify and trend utili-
zation of health records. The functionality typically
allows users to generate reports for a specified time
frame by provider or provider type, with the
results sent directly to a compliance committee or
the organization’s governing body.

Compliance Education

Organizations may need to devote more strategy to
ensure providers are well-informed about
compliance and legal risks. This starts in the EHR
training process. Organizations may need to devel-
op initiatives in EHR education to make sure they
do not risk compliance problems.
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Staff education on best practices for documentation
should focus on the integrity of the health record.
The education program must be monitored, main-
tained, and offered quarterly or annually.
Answering questions of who, what, why, and how
will help to ensure individuals have a solid under-
standing of the organizational practices and
measures that maintain individual best practices.
Education geared toward understanding who,
what, why, and how must include:
e The definition of who (entities or individuals)
could commit fraud
® Both universal and organizational best
practices with regards to security and log-in, valid-
ity of data, authorship/authentication, use and stor-
age of data, and data transmittals
® The importance of continual education
® Strategies for applying fraud prevention best
practices on a daily basis

Recommendations for Maintaining

Integrity

Organizations should have policies and procedures

in place that prevent fraud as a result of deliberate

falsification of information. At minimum, organiza-

tions should consider these four primary

conditions:

® Desire and commitment to conduct business

and provide care in an ethical manner

® Purchasing systems that include functions and

capabilities to prevent or discourage fraudulent

activity

® Implementing and using policies, procedures,

and system functions and capabilities to prevent

fraud

® Inclusion of an HIM professional such as a rec-
ord content expert on the IT design and EHR

implementation team to ensure the end prod-
uctis compliant with all billing, coding, doc-
umentation, regulatory, and payer guidelines

Ensuring documentation integrity in the record is a
fundamental practice. Organizations should use
the guidelines and checklists in Appendices C and
D, available online in the AHIMA Body of
Knowledge, to assess their compliance. These ap-
pendices contain:
® Steps organizations can take to prevent falsifi-
cation of EHRs
® Guidelines for selecting EHR system features
to reduce the likelihood for falsification
®  Guidelines for implementing EHR systems
features designed to reduce the likelihood of falsifi-
cation
® Fraud prevention education programs
(training requirements, security and integrity re-
quirements, violation of EHR policy and procedure
consequences)
® Recommendations for establishing a process
for logging all activity on EHR systems (audits and
audit trails recommended)

Sample business rules for EHR systems

Appendices

Four appendices are available in the online version
of this practice brief in the AHIMA Body of
Knowledge at www.ahima.org:

Appendix A: Resource List

Appendix B: Case Studies: Integrity of the
Healthcare Record Appendix C: Steps to Prevent
Fraud in EHR DocumentationAppendix D: Elec-
tronic Health Record Integrity Checklist
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